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Abstract 

A Cryptographic architecture is the collection of hardware and software that secures and controls the use of 

encryption keys and similar encrypt variables. There are various data encryption methods used for secured data 

transmission. As the size of the data increases, it becomes difficult to transmit the secured data efficiently. Therefore, 

in this paper, a proposed methodology is used to design and implement a modified efficient LED (Light Encryption 

Device) block using the VHDL behavioural modelling. The previous research was of the Advanced Encryption 

Standard (AES) type and was considered as area efficient, while the current work constitutes a Feistel network 

structure which is suitable for low-complexity and low-power embedded security applications. In this paper, we 

propose well-planned and logical error detection architectures which provides faster and delay efficient modified 

LED.  
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INTRODUCTION 

To provide various security properties and functions in a structured manner, lightweight 

cryptographic implementations on different hardware platforms have been emerged due to the 

advancement and growth of constrained devices. A well planned methodology is used. These 

nodes require low-complexity implementations over small chip area and consume low amount of 

energy. Nevertheless, the Advanced Encryption Standard (AES), may not achieve such tight 

necessities in terms of performance and implementation metrics. Thus, lightweight security 

mechanisms through low-complexity implementations of cryptographic algorithms are needed.  

In this paper, we consider LED (light encryption device). LED has 64-128 bit block length and 

uses 64-bit key length. It can take single or multiple key. Thus, we propose error detection 

approaches for block cipher LED, considering the reliability and performance. Signature-based 

approaches are also used to achieve high efficiency, while maintaining high error coverage. 

 

The most widely used encryption standard is AES (standard advanced encryption). The major 

concern in this paper is to focus on building a faster algorithm for computer implementation 

based on behavioral simulation using VHDL. Thus, fast implementation of LED encryption 

algorithm is proposed. The delay is reduced by partial parallel implementation. 
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OVERVIEW OF LED 

Over past years many new cryptographic primitives have been proposed for use. In this section, 

we will study LED block ciphers: 

 

LED BLOCK CIPHER 

LED, an SPN type light weight block cipher was first introduced by Guo et al. in 2011. The step 

function performed 8 times for the 64 bit key and 12 times for the 128-bit keys. The keys used in 

LED block cipher may vary from 64 bits to 128 bits. The LED algorithm block diagram is shown 

in Figure 1. The LED block cipher is simple to analyze. The input plaintext which is of 64-bit length 

is arranged in a 4 × 4 array matrix called cipher state matrix. The implemented LED block cipher 

uses a 64-bit key. Both the cipher state matrix and the key are arranged in 4×4 matrix in the form 

of 16 four-bit nibbles. Each entity in the cipher state matrix and the key matrix is of 4-bit length. 

 
FIG. 1: BLOCK DIAGRAM OF LED ALGORITHM 

 

The main operations in algorithms are Add Constant, Substitute cells, Shift Rows and Mix 

Columns. 

• Add Constants: XOR dependent constants in each round to the first columns. 

• Substitute Cells: It is a 16-bit element. The present S-box is used for the operation of LED. 

• Shift Rows: The operation in shift rows rotates i-th line by i position to the left.  

• Mix Columns Serials: Apply the special Maximum Distance Separable matrix to each 

column independently. 
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Fig. 2: operation in led 

 
RELATED WORK 
Nowadays in symmetric cryptography, an AES-like design appears to be the actual initiative for a 
clean and secure design. The design of LED will inevitably have many parallels with this 
established approach, and features such as Sboxes, Shift Rows, and (a variant of) Mix Columns. 
In this paper fast implementation of LED encryption algorithm is proposed. The delay is reduced 
by partial parallel implementation i.e. some steps in algorithms are implemented in parallel to 
reduce the delay to make the algorithm faster and to simultaneously obtain increased throughput. 

 
 

TABLE 1 SUMMARY OF RELATED WORK 

S.no Contribution  Description  Publication  

1 
Hardware Architectures for Cryptographic 
LED Block Ciphers [1]] 

implementation of LED cipher 
and height cipher 

S. Subramanian 2017 

2 The LED Block Cipher LED Algorithm J. Guo et.al [4] 

3. 
An area efficient algorithm for embedded 
sputum 

LED based encryption Honey D, et al [5] 

4. 
Modified Light weight LED algorithm for 
delay efficient 

Parallel Fast LED Proposed 

 
ADVANTAGES OF LED 

1. It is small and faster. 

2. It is lightweight. 

3. It is highly secure. 

4. It is implementable over 64 bits to 128 bits. 

5. It offers very easy key scheduling. 

6. It consumes low amount of energy. 

 

PROPOSED METHODOLOGY 

In this paper partial parallel architecture is used to implement LED cipher. Sub cells used 16 
PRESENT S-box to generate in parallel the new STATE matrix. Similarly, all the three rows of the 
shift columns process are shifted in parallel to generate the new STATE matrix in parallel, and 
similarly continue with mix column operation. A state machine controller is designed to control 
the process. At every clock pulse iteration number is incremented by one. The machine controller 
block is adopted to control all the processes. This machine controller is a clock driven unit, which 
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generates the iteration number. 
 
 

 
FIG. 3: FLOW CHART OF THE PROPOSED LED ALGORITHM 

 
This is the complete design architecture which is used to implement LED cipher. This technique 
ensures that a single STATE matrix is generated in a single clock cycle and hence delay is reduced.   
 
 
CONCLUSION 
In this paper major concern is to design the delay efficient LED cipher algorithm for hardware 

 

Add Constant Rc Generator table 

Iteration number (i) 

m STATE matrix 

Sub Cell 

PRESENT SBOX copy 0 

PRESENT SBOX copy 1 

PRESENT SBOX copy 15 

Shift Rows 

Mix Column Parallel 

Mix column constant  copy 0 

   Mix column constant  copy 1 

 

   Mix column constant  copy 15 

copy 0 

 

Add round Key 

Flag = 

1 

NO 

YES 

Machine controller 

If (i=0 
|4|8|12|16|20|24| 

28) 
{flag = 1} 

Else 
{flag = 0} 
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description. After further research various hardware implementation of LED are studied and then 
it is found that complete serial implementation of LED tend to large delay, hence in this work we 
have used partial parallel and partial serial implementation of LED. 
 
It can be concluded from synthesis report that area i.e. number of LUT slices used are increased 
as compared to previous designs available in literature. It can be conceded that significant less 
time of execution is achieved by the proposed design. 
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